Pepin Valley Dental

NOTICE OF PRIVACY PRACTICES
Effective March 31, 2013
THIS NOTICE DESCRIBES HOW HEALTH INFORMATION ABOUTOU MAY BE USED AND
DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMION.
PLEASE REVIEW IT CAREFULLY

In the event that Minnesota State Regulations pertaining to privacy are stricter than Federal Regulations,

this Practice will follow the Minnesota State Regulations. If you have any questions about this notice, please
contact our Privacy Officer.

We are required by law to maintain the privacy aftpcted health information and to tell you of tegal duties.
Disclosures of your protected health informatiothwut authorization is strictly limited to definsduations that
include emergency care, quality assurance acsyifigblic health, research, and law enforcementities. We use
and disclose your information for the purposegeditment, payment and healthcare operations anuttier
purposes that are permitted or required by laws Natice also describes your rights to access antta your
protected health information. “Protected healforimation” is information about you, including degraphic
information, that may identify you and that relatesour past, present or future physical or memallth or

condition and related health care services.

Unless you give us an additional written authorargtwe cannot use or disclose your health infoiomafior any
reason except as described in this Notice. You ragyest a copy of our Notice at any time. We reséne right to
change our privacy practices and the terms ofNbigce at any time, provided such changes are pieanipy
applicable law. The new notice will be effectiwe &ll protected health information that we maintai that time.
Upon your request, we will provide you with anyisad Notice of Privacy Practices by accessing aelvsite; or
by calling the office and requesting that a revisepy be sent to you in the mail; or asking for ah¢he time of

your next appointment.

USES AND DISCLOSURESOF HEALTH INFORMATION

Treatment: We may use or disclose your health information pigsician or other healthcare provider
providing treatment to you.

Payment: We may use and disclose health information aboutsgothat the treatment and services you receive
from us may be billed to and payment collected fyam, an insurance company, or a third party.

Healthcare Operations. We may use and disclose your health informatioroimection with our healthcare
operations. Healthcare operations include quakgessment and improvement activities, reviewiagtdmpetence
or qualifications of healthcare professionals, eatihg practitioner and provider performance, catitig training
programs, accreditation, certification, licensimngedentialing activities. We may share your ectéd health
information with third party “business associatdsit perform various activities (e.g., billing, isription services)
for the practice. Whenever an arrangement betwaenffice and a business associate involves theus
disclosure of your protected health information,witt have a written contract (Business Associatgeement) that
contains terms that will protect the privacy of ypuotected health information. Effective March 2013, our
Business Associate Agreements have been amengedvide that all of the HIPAA security administredi
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safeguards, physical safeguards, technical safdgwaand security policies, procedures, and docurienta
requirements apply directly to the business astmeiad their subcontractors.

We may use or disclose your protected health inftion, as necessary, to provide you with informatbout
treatment alternatives or other health-related titsreend services that may be of interest to ydie may also use
and disclose your protected health informationobler marketing activities as allowed by the retiofes. We will
receive your authorization for all treatment andltirecare operations communications where we redénancial
remuneration for making the communications frorhiedtparty whose product or service is being madteFor
example, your name and address may be used to/earalnewsletter about our practice and the seswieeoffer.

Other Permitted and Required Uses and Disclosures That May Be Made With Y our
Consent, Authorization or Opportunity to Object

We may use and disclose your protected healthrimdton in the following instances. You have th@apunity to
agree or object to the use or disclosure of aflast of your protected health information. If yate not present or
able to agree or object to the use or disclosuteeprotected health information, then your previthay, using
professional judgment, determine whether the désckis in your best interest. In this case, tindyprotected
health information that is relevant to your healtine will be disclosed.

Your Authorization: In addition to our use of your health informatiam freatment, payment or healthcare
operations, you may give us written authorizatimose you health information or to disclose itthgane for any
purpose. If you give us an authorization, you meoke it in writing at any time. Disclosures ttet providers
within health care entities when necessary foresurtreatment do not require an Authorization.

Toyour Family and Friends. We must disclose your health information to youdescribed in the Patient
Rights section of this Notice. We may disclosenjoealth information to a family member, friendather person
to the extent necessary to help with your healthcamwith payment for your healthcare.

Personsinvolved In Care: We may use or disclose health information to nptifyassist in the notification
of (including identifying or locating) a family mdyar, your personal representative or another peesponsible
for your care, of your location, your general caiah, or death. If you are present, then priouse or disclosure of
your health information, we will provide you witim @pportunity to object to such uses or disclosutaghe event
of your incapacity or emergency circumstances, \lledigclose health information based on a deteatian using
our professional judgment disclosing only healffloimation that is directly relevant to the persaniglvement in
your healthcare. We will also use our professigmdgment and experience with common practice tkema
reasonable inferences of your best interest imatig a person to pick up filled prescriptions, nedisupplies, x-
rays or other similar forms of health information.

Marketing Health-Related Services. We will not use your health information for markegi
communications to third parties without your pnaitten authorization. We will receive your autteaiion for all
treatment and health care operations communicatitiese we receive financial remuneration for makimg
communications from a third party whose productewice is being marketed.

Fundraising Activities. If we engage in any fundraising activities, you éawvright to opt out of receiving
further fundraising communications.

Required by Law: We may use or disclose your health information wiverare required to do so by law.

Abuse or Neglect: We may disclose your health information to appraeriauthorities if we reasonably believe
that you are a possible victim of abuse, negleatiomestic violence or the possible victim of otbemes. We

may disclose your health information to the extetessary to avert a serious threat to your healtafety or the
health or safety of others.

Copyright © 2013 Healthcare Compliance Consulting, All rights reserved. This Notice of Priva@yactice’s form is for the sole and 2
exclusive use of the health care provider thatlpased it. Only that entity may copy or alter thatents.



Pepin Valley Dental

National Security: We may disclose to military authorities the heaifiormation of Armed Forces personnel
under certain circumstances. We may disclose ttwoaiged federal officials health information rexpd for lawful
intelligence, counterintelligence, and other nalmecurity activities. We may disclose to a catiomal institution
or a law enforcement official having lawful custoofyprotected health information of an inmate otiqra under
certain circumstances.

Appointment Reminders. We may use or disclose your health informatiopravide you with appointment
reminders such as voicemail, messages, postcarkigtters.

PATIENT RIGHTS

AcCCess. You have the right to look at or get copies of ybaalth information with limited exceptions. Youwayn
request that we provide copies in a format othen fphotocopies. We will use the format you requestss we
cannot practicably do so. (You must make a reqguestiting to obtain access to your health inforioat You may
obtain a form to request access by using the cbimfiemation listed at the end of this Notice. Wil charge you
a reasonable cost-based fee for expenses suclpias emd staff time. You may also request accgsehding us a
letter to the address at the end of this Noticee My charge you a fee for each page and feedffrtishe to locate
and copy your health information and postage if w@nt the copies mailed to you. If you requesalernative
format, we will charge a cost-based fee for prawgdyour health information in that format. If yptefer, we will
prepare a summary or an explanation of your héafitmmation for a fee. Contact us using the infation listed at
the end of this Notice for a full explanation ofrdee structure.)

Disclosure Accounting: You have the right to receive an accounting ofaiertlisclosures we have made, if
any, of your protected health information. Thightiapplies to disclosures for purposes othertteatment,
payment or healthcare operations as describectibthice of Privacy Practices. It excludes disgies we may
have made to you, to family members or friends ivew in your care, or for notification purposes.uvttave the
right to receive specific information regardinggbalisclosures that occurred after April 14, 2003/0u request
this accounting more than once in a 12 month peri@may charge you a reasonable cost-based feesponding
to these additional requests.

Uses and Disclosures. Uses and disclosures of PHI will be made only gitior written authorization from the
individual. Disclosures that constitute a sale df Rill only be made with prior written authorizati from the
individual. Other uses and disclosures not desedrih the Notice of Privacy Practices will be madéy with prior
written authorization from the individual.

Restriction: You have the right to request that we place adufifioestrictions on our use or disclosure of your
health information. We are not required to agoethése additional restrictions, but if we do, wi#é abide by our
agreement except in an emergency.

You have the right to restrict information givenytour third party payer or health plan if you fupqy for the
services out of your pocket.

Alternative Communication: You have the right to request that we communicatie you about your
health information by alternative means or to ali¢ive locations. (You must make your requestiiting.) Your
request must specify the alternative means oritmtaand provide satisfactory explanation how paytsevill be
handled under the alternative means or locationrgquest.

Amendment: You have the right to request that we amend yoatthénformation. (Your request must be in
writing), and it must explain why the informationaald be amended. We may deny your request uretic
circumstances.
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Security Breach: You have a right to or will receive notification bfeaches of your unsecured protected
health information. The notification will occur Hfiyst class mail within 60 days of the event. #dch occurs
when there has been an unauthorized use or diselasder HIPAA that compromises the privacy or ségof
protected health information. There are three etiwep to the definition of what a breach is. An enmissible use
or disclosure of PHI is presumed to be a breackssnive can demonstrate that there is a low pratyathiat the
PHI has been compromised. The notification requineisiunder this section apply only if it does rmaditihto one of
the three exceptions or if we cannot demonstratettiere is a low probability that the PHI has beempromised.
If we are required to provide notice to you, théig®will contain the following information: (1) larief description
of what happened, including the date of the breamhthe date of the discovery of the breach; @)steps you
should take to protect yourself from potential haesulting from the breach; and (3) a brief desmipof what we
are doing to investigate the breach, mitigate lmsapd to protect against further breaches.

Not every impermissible use or disclosure of prt@dealth information constitutes a reportablebine The
determination of whether an impermissible breaalep®rtable hinges on whether there is a low pribbathat the
PHI has been compromised. In order to determindivenghere is a low probability that your PHI hasb
compromised, we will conduct a risk assessmenfusia four factor analysis outlined in the Omniirgal Rule
that became effective March 26, 2013. For exanipéelaptop computer was stolen and later recavered a
forensic analysis shows that the PHI on the commpamés never accessed, viewed, acquired, transfesred
otherwise compromised, we could determine thatrtftemation was not actually acquired by an unatizeol
individual even though the opportunity existed, ,ahérefore, you would not need to be notifiedhaf breach. The
key to determining whether you will need to be fiedi of an unauthorized use or disclosure of yadt B whether
there is a low probability that your PHI has beempromised.

Electronic Notice: If you receive this Notice on our website or byctienic mail (e-mail), you are entitled to
receive this Notice in written form.

COMPLAINTS

If you are concerned that we may have violated ywiwacy rights, or you disagree with a decisionmade about
access to your health information or in responserequest you made to amend or restrict the udésclosure of
your health information or to have us communicaith wou by alternative means or at alternative fioce, you
may complain to us using the contact informatistelil at the end of this Notice. You may also stilarmiritten
complaint to the U.S. Department of Health and Hur8arvices. We will provide you with the addres$ile your
complaint with the U.S. Department of Health andrtdm Services upon request. We support your ragtitet
privacy of your health information.

We will not retaliate in any way if you choose tie fa complaint with U.S. Department of Health &haman
Services.

Submit complaintsto: Privacy Officer

1370 N. 7. st.

Lake City, Minnesota 55041
Telephone: 651-345-3023
Fax: 651-345-3064

Website: www.pepinvalleydental.com
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